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' Mode of Bid Submission - On Line (E-Tender) ‘
Eocuring Entity Registra'r Pandit Deendayal Upadh)-/‘aya

|
Shekhawati University, Stkar 332024

5.90.00.000/-

| Lstimated Cost of Tender

Last date & Time of On-line submission of | 21.12.2024

Technical Bid

" Last date & time of submission of DD of EMD | 23.12.2024 till 03.00 PM

* processing fce & Tender fee in office

Date & time of opening of On-Line Technical | 23.12.2024 at 05.00 PM

' Bid

» Cost of F-Tender Document and fee in favour of Registrar, Pandit Decndayal Upadhyaya
Shekhawati University. Sikar Rs. 3000/-
~ EMD Bid security for the tender cost @ 2% i.e. Rs. 11,80.000/-

~ E-Tender processing fee in favour of MD. RISL., Jaipur Rs. 2500/-

¥

Registrar
Pandit Deendayal Upadhyaya
Shekhawati University, Sikar

Name & Signature of Bidder with Seal
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BIDDER’S ELIGIBILITY CRITERIA (BEC)

Setup and Installation of Digital Evaluation centre with backup, secured firewalil,

and centralized networking at Pandit Deendayal Upadhyaya Shekhawati

University, Sikar

INTRODUCTION

Pandit Deendayal Upadhyaya Shekhawati University (PDUSU), located in Sikar, Rajasthan, India, was
established in 2012. it was named after Pandit Deendayal Upadhyaya, a prominent figure in Indian political

thought. The university is situated in the Shekhawati region, known for its rich cultural heritage and
historical significance. Pandit Deendayal Upadhyaya Shekhawati University offers a wide range of
undergraduate and postgraduate programs across various disciplines, including Arts, Science, Commerce,
Education, Law, Management, and Social Sciences. The university aims to provide quality education and

promote regional research and development,

Bidder’s Eligibility Criteria:

Terms and Conditions:

8.
9.
10.

The Bidder should have a valid Work Experience certificates {minimum 3 completed /ongoing
projects in last 3 years} in any State/Central university in IT field

The bidder should not have been blacklisted by any PSU/State Organization/ Government in the
last three years, valid notarised affidavit on stamp paper should be submitted.

The Bidder should have valid 150 Certificates (9001:2015, 27001)

The Bidder’s should have a Positive Net worth in last three years.

The Bidder should have valid Nodal Empaneiment in any IT PSU /PSU/ State Corporation for IT
services.

The Bidder should have minimum 40 technical manpower employed in the organization
documentary proof to be submitted

The bidder should have minimum 5 Crore average annual turnover (FY 2021-22,2022-23,2023-24),
the turnover should be duly certified from CA with UDIN

The Bidder should have GSTIN Registration certificate.

The Bidder should have valid £SIC and EPF registration certificate.

The Bidder should have valid PAN Number.

V
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11. The bidder should be a profit-making organization, Bidders must submit their copies report duly
signed by them or certificate from a chartered accountant. The bidder shall submit the CA
membership and UDIN Number.

12. The Bidders must submit documentary evidence such as Balance sheet & Profit & Loss a/c
Statement for in support of the above

13. In absence of requisite documents, university reserve the right to reject the bid without making
any reference to the bidder.

14. Manpower will be provided for 3 years by the bidder. Perfarmance of manpower will be evaluated
by University continuously, If performance of manpower is not found up to the mark, it will be
replaced by Bidder. All type of reimbursement to manpower will be done by bidder itself.

University will not pay any amount for manpower provided.

ADDITIONAL DOCUMENT REQUIRED FROM BIDDER.

Technical Specifications Compliance sheet from bidders and giving undertaking that the items provided

by them comply with the specifications provided in the bid document and there are no deviations.
Compliance of the SOW. Payment terms etc as uploaded as part of the Bid on bidder’s letterhead.

The Bidder should not have been debarred/black-listed by any Central/State Government Agency. An
undertaking by the bidder in this regard to be submitted.

Other valid Documents as required for Bid compliance like Udyam/MSME.

Character certificale on company’s letterhiead s mandatory.

Taxes: GST or any other taxes as per Govt. norms shall be applicable from time to tme. The % of Tax
must be indicated separately in the quotation.

Site visit report with execution/methodology plan is compulsory tor eligible bidder with signed and stamp

of person-in charge of the company.

Delivery Schedule:

I
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Supply and Delivery of equipment & licenses should be within 3 weeks of issuing work order.
installation. integration of existing Network Routers. congfiguration of firewall and commissioning should
be within 4 weeks after delivery.

Manpower must be deployed within one week after installation and commissioning.

No part supply is allowed.
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i S.no \ Technical ‘ Description \ Max |
| Evaluation | - - riljﬁ_ar_ks_ B
| 1 Turnover and ‘ e Minimum Average Turnover more | 10
‘ Company age than 5 Crores and minimum age
‘ 10 years = 10 marks
e  Minimum Average Turnover 5
‘ ‘ Crores and minimum age 5 years =
5 Marks ) o

2 | MSME (Ministry of e Proof Enclosed of MSME ‘ 10
‘ ~ Micro, Small and Certificate for services of
| ‘ Medium Enterprises) Informaticn Technelogy) = 10 \
i ' | Marks ) _ ]
3| Certificate |« Both1509001:2015 &15027001 |5
! , ; = 5 Marks i
| | | e SO 27001 = 3 Marks
: ‘ ‘ s |SC 9001:2015 = 2 Marks | .
| o e ‘ :
4 Empanelment e Empanelled in One Nodal Agency = | 5
i ' {Relevant certificate 3 marks
‘ ‘ mandatory) e Empanelled in Two or more = 5
: marks
i ; ,
I'5 ' Technical Manpower ¢ More than or equal to 45 5
‘ manpower = 5 Marks
! | e Lessthan 45 Manpower = 2 Marks
l_6 Troject Experience | The Bidder must have successfully i 15

3 . completed/ongoing projects in related IT
i | . field for any State/Central Universities ‘
: {Work order should match the name of the |
‘ ‘ | organization with submitted Certificate of ‘

: | Incorporation} !
| * One project of value not less than |
i ' ‘ INR 1 Crore = 10 Marks
. e Two project of value not less than
‘ 1 INR 50 Lakh =5 Marks ’

‘ e Three Projects of Value not less ‘
| than INR 25 lakhs = 2 Marks |
; 7 } Site visit report with | The Bidder must have submitted a detailed | 15
| ‘ execution/methodolog | site visit report with proper understanding ‘
; iy plan ‘ and technical suggestion If any whichis |

6
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! I duely stampwain'aigig'ned authorized
signatory of the Company .

‘ & ‘ Technical Presentation

Approach & Methodology:

Understanding of Scope of
Work

Solution and setup approach.

Networking Wiring pian
Risk’s identification and
proposed mitigation.
Project Execution plan

Technical Evaluation (Max Marks -100)

35

Note:- Bidders who do not qualify the technical eligibility evaluation will not be considered for financial

evaluation.

The Bidders, who have not obtained 75 marks out of 100 marks in technical evaluation, will not be

considered for Financial evaluation.

Conditional Bids shall not be accepted on any ground and shall be rejected straightway.

For any type of project related query bidder can contact GAD section in university in office timing.
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BIDDER’S SCOPE OF WORK

Setup and Installation of Digital Evaluation centre with backup, secured firewall,
networking at Pandit Deendayal Upadhyaya Shekhawati University, Sikar

The bidder shall supply, installation and configuration of desktops systems, laptops and printers
including hardware setup, operating system installation, and configuration of necessary software
applications for university applications.
Configuring the computer systems to connect to the university’s network, ensuring access Lo necessary
databases, resources, and intranet of the university shall in the bidder’s scope.
Comprehensive testing and ensuring of all installed desktops systems, printers, laptops and verify their
functionality and performance as per specification shall be done by university.
Providing training sessions for faculty and staff on how to use the new desktop systems, ups units,
laptops, printers and software-if any effectively.
The bidder shall offer ongoing technical support and maintenance services to address any issues and
ensuring smooth operation.
Providing detailed user manuals and guides for the desktops systems, ups units, laptops, printers and
installed software.
The existing wired, wireless network of the university is to be secured with the Firewall supplied.
The Bidder is required to install and commission the structured cabling involving CAT6 Cables, Surface
Mount I/Os, Jack Panel, PVC conduit {1SO Certified), / casing / capping /Cylindrical pole /Trenching work
for cables with accessories any other required components such as labels, ferrules etc., with all
associated civil works.
Networking of all existing systems and connection to firewall.
The bidder shall supply reliable and adequateiy rated centralized UPS systems minimum of 60 KVA & 5
KVA as per specification to ensure uninterrupted power supply for alt desktop systems and peripherals
installed in the university premises.
e Following work will be performed for Firewall by bidder —
e Configuration of Network LAN & WAN
e Create the policy for inbound & outbound.
e  NAT Policy
e Web filtering policy
e User-based authentication {account of each student and staff will be created and limit wiil be
decited by administrator)
¢ WIFl campus will be implemented using FIREWALL for this two factor authentication (SMS
based Jwill be implemented by bidder . Bidder will configure SMS gateway and provide 50000
SMS per month for one year. Charges for these SMS will be born by bidder only.
¢ App-based policy
e User based quota implementation
* Location-based policy
s Creation of different groups
¢ Quality of service implementation
e VPN Set-up
s Set up for logging & reporting.
« Load Balancing set-up
e Configure Access Control Lists (ACLs)
e Establish Firewall Zones and an IP Address Structure.

8
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g"sa.mo"”l NAME OF ITEM WITH SPECIFICATION \ oty ,
| | |
!. ‘ } ‘
1 | ALL IN ONE DESKTOP 350
o o Processor: - Intel i5 8 Core or higher, with minimum 2.1 GHz or higher | |
‘ (Base Frequency), with 13 or higher Generation and to be Certified by
. OEM,
i » Operating system:- Preinstalled Original Microsoft Windows 10/11
Professional
i e Microsoft Office licenced version {Office 2016 or later)
: s Chipset: - Compatible Chipset
| s  Memory (RAM): - 8 GB DDR4
" s Storage:- 512 GB S50,
» Audio - Integrated audio controiler with internal Speaker.
; e Ports: - Minimum 5 USB ports with at least 2 USB 3.0 or higher ports,
. HDMI, Display port, Type-C Port, Audio jack for headphone &
‘ microphone.
! e Camera; - Integrated webcam 2 MP or higher.
: e Display: - Minimum 23.8 inch or higher, Resolution 1920x1080 or
higher Display.
‘ ® Antivirus: - Latest Antivirus & Internet Security, with a minimum 3
‘ years subscription.
‘ e Certification: - BIS |
¢ Compliance: - RoHS .
i = Keyboards & Mouse: - USB Keyboard & USB two-button optical Mouse ‘
‘ with Mouse Pad (Same make as AIO)
| s Network: - Integrated 10/100/1000 GB Ethernet, Integrated 802.11ac ‘
| Wi-Fi
s Interface: - Bluetooth 4.0 or higher ‘
‘ e Accessories: - All necessary cables :
. e Security: - 2.0 Trusted Platform Module (TPM) (Hardware/Firmware)
: e Warranty: - 3 Years comprehensive on-site OEM warranty
|
"2 7 aptOPS ) - - 05

s Processor: - Intel i7 13™ Gen Minimum 12 core or higher, 18 MB Cache
or higher , minimum 2.00 GHz or higher (Base Frequency) and to be
Certified by OEM

»
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’ Multi Fuﬁction Printer

Operating system:- Preinstalled Original Microsoft Windows 10/11
Professional
Microsoft Office licenced version {Office 2016 or later)

NVIDIA GRAPHIC CARD 4GB or higher

Display: - 15" or higher diagonal full HD.

Memory {(Ram): - DDR5 RAM 16 GB 4800 MHz OR HIGHER,
EXPENDIBLE Upto 64Gb.

Hard Drive: - 512 GB SSD or higher.

Speaker & Microphones: - Inbuilt speakers and integrated digital
microphone.

Connection Type: - Minimum 2 USB 3.0 or higher, HDMI 2.0,
Headphone/ Microphone combo/ separate, 1- USB type c.
Network Card: - Integrated 10/100/1000 GB Ethernet.

Wireless Connectivity: - Bluetooth 4.0 or above & integrated Wi- Fi
§02.11 b/g/n or higher

Web Cam: - Integrated HD Weh Camera {Front facing)

Battery: - Minimum 40Whr.

Power Adapter: - Standard power adapter.

Antivirus: - Latest Antivirus & Internet Security, with a minimum 3
years subscription

Certification: - BIS

Compliance; - RoHS

Accessories: - Carry Bag

Warranty: - 3 Years comprehensive onsite OFM warranty.

10

Functions: - Print, Scan, Copy

Printing Technology: - Laser

Print Speed (Minimum): - 35 PPM (Mono) or High
Paper Size: - Ad, Legal or Above.

Print Resolution: - 600 x 600 dpi or higher

Duplex: - Auto
Memory: - 256 MB or Higher
Display: - Yes

Duty Cycle (Monthly): - 20000 pages or higher

Copy Speed: - 10 PPM or Higher

Scan Type: - FLATBED With ADF

Input paper tray Capacity: - 200 pages or Higher
Compatible 05: - Windows or Linux

Cahles/Accessories: - All the required Cables or accessories
Software Media: - Driver & Utility Software

Certifications: - BIS
Compliance: - RoHS

10
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e ‘Warranty: - 3 Years comprehensive onsite QEM warranty
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TUP.S 60 KVA

Rated AC Voltage: 380V AC (3Ph+N-PE) |
Voltage Range: 290V ~ 480V AC £ 5V
Frequency Range: 50/ 60 Hz + 10% Auto Sensing
Power Factor: 2 0.99
Walk-in Time: 5 ~ 300 Sec. (Configurable)
Rated Voltage: 380V / 400V / 415V AC (3Ph+N+PE) '
Voltage Range: + 20%, -30% (Configurable)
Frequency Range: 50/ 60 Hz + 10% {Configurable)
Battery Voltage: 384V DC Standard (360 ~ 408 Configurable)
Ripple: £ 1%
Charging Current Max. (A): 0.10C to 0.25C up to 100~300Ah at 100%
Load {Configurable)
Battery Voltage 100AH x 32 NO5
Rated Voltage: 380V / 400V / 415V AC (3Ph+N])
Frequency Range: Auto Sensing 50/ 60 Hz + 1~10% Sync Mode
(Configurable), 50/60 Hz + 0.1 Hz Battery Mode
Voltage Regulation: + 1%
Harmonic Distortion (THDv): € 1%
Crest Factor / Transfer Time: 3:1 / Zero
Efficiency: 95.0% Dual Conversion Mode, 99.0% £ECO Mode
Overload: £ 110% for 60 Min, € 125% for 10 Min, € 150% for 1 Min,
2150% for 300 ms
Standard Quality Certifications : ISO 9001, 1SC 14001, I1SO 27001, 15O
45001, IS0 50001, ROHS

Safety: IEC/EN62040-1

EMC / Performance: IEC/EN62040-2; IEC/EN62040-3, Complying to CE |
Battery : 100Ah X 32 NOS
Battery Type : SMF/Tubular/VRLA
Battery Usage Timeline : 30 Mins Minimum

- _ . l

. U.P.S SKVA withﬁbatlcrie;

P

. Capacit) 5 KVA
*»  Mode: Online ‘
e Tvype :- Single Phase . [GBT based. truc Online UPS |
o Qutput : Single Phase -3 wires |
s Qutput Waveform: Sinusoidal

s Compliance : BIS , ROHS, UL (only UPS)
e  Warranty :- 3 Years comprehensive onsite OEM warranty

§




o Phase Wf‘a'iiinigflie? Phase With Ground -
s Battery type SMF or VRLA

s Battery Voltage — 12V

e Battery Usage Timeline : 30 Mins Minimum

ey grena frera

| NEXT-GENERATION FIREWALL (NGFW) WITH 3 YEARS OF
| LICENSE SUPPORT

_ for work-from-any Access Layer Security etc.

Interfaces and Modules

Hardware Accelerated 25 GF SFP28 / 10 GE

SFP+ Uitra Low Latency Slots

Hardware Accelerated 10 GE SFP+ / GE SFP
Hardware Accelerated GE SFP Slots 8

Hardware Accelerated GE RJ45 Slots 16
2.5GE/GEHAPort1l

GE Management Port 1

USB Ports (Client / Server) 2 / 2

Console Port 1

Onboard Storage No 2x 480 GB

Trusted Platform Module (TPM) Yes

Included Transceivers 2x SFP 5X

System Performance — Enterprise Traffic Mix

IPS Throughput 2 26 Gbps

NGFW Throughput 2, 4 22 Gbps

Threat Protection Throughput 2, 5 20 Gbps
System Performance and Capacity

IPv4 Firewall Throughput

(1518 / 512 / 64 byte, UDP)

164 /163 / 153 Gbps

IPv6 Firewall Throughput

Wireless Networking Control By firewall

SSL Inspection CPS {IPS, avg. HTTPS)3 18 000

SSL Inspection Concurrent Session

{IPS, AVG HTTPS)

Redundant Power Supplies

Concurrent Users — 700 or more

NGFW—secures web, content, and devices and protects netwarks
from ransomware and sophisticated cyberattacks
Capable for Routing and Switching

Real-time SSL inspection (including TLS 1.3) provides full visibility into
users, devices, and

applications across the attack surface
high-performance protection

Delivers superior quality of experience and effective security posture

12
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Hyperscale firewall, accelerated session
Dynamic segmentation adapts to any network topoiogy to deliver true
end-to-end

s security—from the branch to the datacentre and across muiti-cloud
enviranments

Ultra-scalable, low latency, VXLAN segmentation bridges physical and
virtual domains with Layer 4 firewall rules

e Prevents lateral movement across the network with advanced,
coordinated protection from

Detects and prevent known zero-day, and unknown attacks

s setup, and ultra-low latency

e Industry-ieading performance for VPN,

+ VXLAN termination, hardware logging, and elephant flows

s Centralized Network and Security Management at Scale

e Interactive drill-down and topology viewers that display real-time
status

¢ On-click remediation that provides accurate and quick protection
against threats and abuses

¢ Unique threat score system correlates weighted threats with users to
prioritize investigations

e OT Security
The service provides OT detection, OT vulnerabiiity correlation, virtual
patching, OT signatures, and industry-specific protocol decoders for an
overall robust defence of OT environments and Devices.

e Zero-Day Threat Prevention
Advanced sandbox service to analyse and block unknown files in real-
time, Comprehensive defence by blocking unknown threats while
streamlining incident response efforts and reducing security overhead.

. Device/O8 Detection, GeolPs, Trusted CA Certificates. Internet

Services and Botnet 1Ps, DDDNS (v4/v6), Lacal Protection, PSIRT
Check, Anti-Phishing

. Firewall solution must be ICSA certified for network Firewall,
Anti-virus. Advanced Threat Defence and 1Pv6 / USGvo
Certilication ete.

. Manufacturer’s warranty should be mentioned mimnimum 3 ycars
warranty including services like GAV. IPS. Antispyware or
antimalware, CFS. Application contro} . BOT protection . ATP,
Patch and firmware update .

‘CAT 6 : NETWORK CABLE

W”i;\; per

Applicable

e A-pair unshielded twisted pair {UTP} cable

® Pairs are braided in aluminium foil with drain wire

* 23 AWG solid copper conductor for superior conductivity
s HDPE insulation

13
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9.1

| MANPOWER

De;iigir;étwi;ni:'Netwo rk éngineer

e PVC lacket
s Verified Compliant with CIA/TIA standards by ETL
» Ul-listed Packaged in an easy-tg-pull box for easier Installation

NETWORKING Gigabit SWITCHES ( 8,16 .24 PORTS )

e Data Transfer Rates
s Ethernet: 10 Mbps
* Fast Ethernet: 100 Mbps
= Gigabit Ethernet: 1000 Mbps
» |EEE 802.3x Flow Control
e Auto MDI/MDI-X crossover for all ports
e Half/full-duplex for Ethernet,Fast Ethernet,Gigabit Ethernet
* Supports up to 10,000 bytes jumbo frames
= Energy Efficiency
e Link status detection
e 802.3az Energy-Efficient Ethernet (ECE)
¢ RoHS-compliant
e FEasy Installation
e Plug-and-play installation with no additional
* configuration required

Qualification : MCA / B.TECH{CSE/IT/ECE}

| Must be CCNA /CCNP Certified and Minimum 3 years of work experience as

' network Engineer

Roles and Responsibility:

e Core networking protocols like TCP/IP, DNS, and DHCP.

e Familiarity with routing and switching protocols such as BGP,
OSPF, and VLANs,

e The ability to craft scalable and resilient network architectures.

s Proficiency in creating comprehensive network diagrams and
documentation.

* Knowledge of security best practices and protocols.

* Experience with security tools like firewalls, VPNs, and intrusion
detection/prevention systems.

» Expertise in configuring routers and switches for optimal
performance.

As per
Applicable

14
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Familiarity with operating systems like Cisco 105.
Understanding of wireless networking standards.

Experience with wireless LAN controllers and access points.
Knowledge of load-balancing concepts and technologies.
Experience with load-balancing devices and algorithms.
Strong troubleshooting skills to pinpoint and resolve network
issues.

Use of network monitoring tools like Wireshark and Nagios.
Analytical skills to assess network performance and identify
improvement areas.

Mastery of networking protocols like TCP/IP, DNS, DHCP, BGP, and
QSPF.

Proficiency in routing and switching technologies.
Knowledge of network security principles, including firewall
configurations and VPN technologies.

N

(9.2 4
i Designation: Desktop Support / Networks
? Qualification: Any Graduation with a technical diploma in computer
hardware and network
* Knowledge of Windows Operating Systems Clients: Windows 7,
; windows Vista, Windows XP, Windows 2000 Servers: Windows
2000, Windows 2003, Windows 2008.
* Knowledge of Active Directory
‘ e Better understanding of remote desktop, MS Office Suite - MS
i Word, MS Excel, MS PowerPoint, MS Qutlook, MS Project, and MS
Visio Internet browsers (e.g. Explorer, Chrome, Firefox), VPN and
remote dial-in users Support for laptop, desktops and printers.
e Basic troubleshooting experience for
* Manage CCTV Control room
i e Should have basic networking knowledge.
; B 1job
. Configuration, And Installation Of The Above Systems /Hardware With
10 ~Necessary Wiring, Cabling, CAT 6 in The Area Allocated By The

| University.

W
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